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ABSTRACT

Passwords commonly contain personal information. However, there
is limited awareness about its detrimental effect on the user’s online
security. Current password meters do not take into account personal
information and, therefore, their users are susceptible to targeted
password guessing. In this paper, we present the MoiPrivacy pass-
word meter, that extends a neural network- and heuristic-based
approach and considers a user’s personal information, while calcu-
lating the password strength and feedback. To do so, we analyzed
the type of personal information used in passwords through an
online survey (n = 62). We conducted a second user study (n =
49) for evaluating the MoiPrivacy browser extension. Our results
show that MoiPrivacy significantly limits the inclusion of personal
information in passwords.
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1 INTRODUCTION

In the last decades, social media has become ubiquitous with wide-
spread internet access on mobile and desktop devices [1, 23]. Face-
book currently boasts over 2.41 billion active users [27], while other
social media platforms have hundreds of million users. Among
various other purposes, social media is used to communicate and
interact with friends, family, and colleagues. During these inter-
actions, people often share various kinds of personal information
about their daily activities and life [14].

While usage of social media could potentially cause negative con-
sequences, ranging from denial of job applications [42] to rejection
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of visa applications [36], it also implies a big risk for online security,
as personal information is commonly used in passwords [3, 28].
Former studies have reported that as high as 90% of all passwords
are based upon personal information [2]. While this ratio has re-
duced in the last years, recently conducted studies also report that
more than one-third of the passwords contain basic and sensitive
personal information, such as name, date of birth, and phone num-
ber of the user [28]. In targeted attacks on individuals, attackers
often exploit this knowledge and use personal information obtained
through social media and other sources in their attack. Research
has shown that having access to someone’s personal information
increases the success of password cracking in the 20 attempts by
more than 200% and in the first 100 attempts, it is increased by more
than 600% [19].

More recently the focus has been on using personal information
datasets for cracking leaked passwords. In one of the first works in
this direction, Castelluccia et al. [3] used 3,140 leaked passwords
of Facebook users to quantify the effect of personal information
in password cracking. They found that 35% of the passwords had
some similarities with personal information attributes that they
collected from Facebook profiles of those users. Additionally, their
password cracking techniques gained up to 30% when using per-
sonal attributes. Another important finding of their work was that
in a small, yet a significant number of cases, the username and pass-
word were very similar. In their study, they considered the effect
of Firstname, Lastname, Username, Friends, Edu/Work, Contacts,
Location, Birthday, and Siblings.

Password meters can be used to inform users about the strength
of their passwords and have gradually increased in accuracy and
complexities over the past few years [40]. Many password me-
ters provide feedback about the use of dictionary words or warn
about re-using a password from another account [30]. However,
no previous work has tackled the issue of personal information in
passwords.

In this paper, we present the MoiPrivacy password meter. MoiPri-
vacy extends the current state of the art in password meter research
by including personal information in the password strength estima-
tion and textual feedback. To the best of our knowledge, MoiPrivacy
is the first password meter that aims to improve the online security
of users by using personal information from their social media
profiles.

Our contributions are two-fold; (1) we surveyed for the type
of personal information used in the passwords (n=62) and found
that information likely to be used in password is available on so-
cial media for the majority of the participants. (2) We present the
design and evaluation of the MoiPrivacy password meter that pro-
vides personalized feedback and strength estimations. We evaluated
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MoiPrivacy through a user study (n=49) and found that feedback
about the use of personal information in passwords significantly
limits its use in the passwords.

2 RELATED WORK

As relevant prior work, we firstly summarize the current state of
password creation strategies, focusing on password semantics. We
then present the state of the art in password meters. Lastly, we
reflect on more general work using social media for improving
online security.

In 2004, Brown et al. [2] asked 218 participants to describe the
type of information they used in PINs and passwords for services
ranging from email accounts to gym locker codes. Two thirds of
the passwords were based upon the names of the user and 90% of
the passwords had some kind of personal information including
information regarding themselves, their relatives, lovers, friends,
pets, and particular products, locations, organizations, activities
and celebrities. Their research provides an important insight into
the process of password creation. However, these results may not be
applicable in full anymore, due to the increasing awareness about
the threats and the continuously evolving password generation
strategies.

The question of password composition can also be investigated
through the semantic lens. Here, instead of asking the user to de-
scribe their passwords, researchers study a large corpus of leaked
passwords to understand the constituents of the passwords. Veras et
al. [33] studied the semantic patterns in RockYou leaked passwords
dataset, comprising of 200 Million passwords. They found, that the
most probable semantic categories were: "first name", "city", "sur-
name", "s.be.v.01", "s.Jove.v.01", "s.love.n.01", "s.baby.v.01", "month"
etc. It is quite likely that first name, city and surname represent
personal information and even that the noun in "s.love.n.01" is
personal. Their study provides a comprehensive overview of what
passwords are, or at least a vast majority of them.

To understand the use of personal information in password an-
other strategy is to study the leaked password and personal informa-
tion datasets. Li et al. [19] studied the role of personal information
in 131,389 leaked passwords from the official Chinese Railways
website (12306.cn). For their study they considered name, email
address, phone number, account name and government-issued ID
number. They found that 10.5% of passwords perfectly matched
to exactly one type of personal information and about 60% of the
passwords contained personal information. By using personal in-
formation, their system was able to crack 4.8% of passwords within
the first 5 guesses. And in 100 guesses, they were able to crack 634%
more passwords than the original PCFG approach on which they
based their algorithm.

In a later study, Su and Zhu [28] studied 200 million leaked pass-
words and 20 million personal information records from users in
China. They found that 37.2% of passwords contained personal
information including name, cell phone number, date of birth and
email address. By matching personal information on various leaked
passwords datasets they were also able to study multiple passwords
of some individuals. 17.25% of passwords were from multiple ac-
counts of some users and the users had 54.89% password reuse
probability in their dataset. Overall, they were able to improve the
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password guessing efficiency by 12.41% using personal informa-
tion. The password reuse probability was similar to one found by
Shay et al. [26], who conducted a survey on 470 University stu-
dents, staff and faculty members and showed that 60% used one
password with slight changes for different accounts. While most of
these approaches extended the PCFG algorithm [38, 39] to include
categories related to personal information, Houshmand and Ag-
garwal [15] demonstrated a general technique to extend the PCFG
grammars without changing the PCFG algorithm. They also stud-
ied the effect of old password patterns for targeted attacks. On a
limited test set, their algorithm achieved significant improvement
in cracking passwords modified from earlier passwords.

With the exception of Castelluccia et al. [3] who explicitly ob-
tained personal information from Facebook, most previous studies
have relied on leaked datasets containing limited personal informa-
tion. Thus, they only report the lower bound of the use of personal
information in passwords and the actual value is likely to be much
higher.

2.1 Password Meters

Password meters are tools that provide real-time feedback on a pass-
word and, therefore, help people choose secure passwords. They are
a common feature on most widely used websites. Password meters
differ widely in their complexity and accuracy [40]. While initial
password meters mainly used a count of various character classes
to estimate the strength of the password, over the years, the ap-
proaches for calculating the strength and providing feedback have
improved significantly. In the recent years, password meters based
upon a range of approaches including context-free grammars [35],
Markov models [4], heuristics [40], and neural networks [21] were
proposed.

A common feature of password meters is a colored bar that rep-
resents the strength of a password. Research has indicated that
feedback through a colored bar led people to create significantly
stronger passwords. However, the effect of the bar varied for web-
sites of different importance and depended upon the context [8].
Moving beyond the coloured bar, zxcvbn password meter [40] also
incorporated textual feedback. They were also instrumental in using
an advanced heuristic to estimate the strength and provide textual
feedback to the user. Their heuristics also consider the name and
email address of the user and allow for user inputs. A different ap-
proach to password meters was presented by Kamundari et al. [17].
Instead of providing feedback on the strength of the password, their
password meter termed Telepathwords predicted the next character
in the password. Indicators above the password field were placed
to tell the user how many characters were guessed correctly, in
addition to showing the best guesses for the next character. The
main idea of this approach was to help users to create stronger
passwords by demonstrating that the system could easily guess
the next characters in case of a weak password. They found that
using Telepathwords people created a far stronger password than
commonly used character composition policies.

In a recent study, Ur el al. [30] developed and evaluated a data-
driven password meter. They used a recurrent neural network mod-
eled for adversarial password guessing and combined it with 21
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heuristics to calculate the strength of the passwords. These heuris-
tics were based upon keyboard patterns, dictionary words, names,
and common passwords among other things. In an extensive online
study with 4,509 participants, they evaluated 18 conditions related
to password-composition policy, type of feedback, and stringency.
One of their key findings was that the text feedback led to more
secure passwords than a colored bar alone.

While accuracy and feedback of password meters have improved
significantly in the past, none of them have directly tackled the
issue of frequent use of personal information in the passwords.

2.2 Using social media for improving online
security

Researchers have proposed various applications for improving on-
line security using social media. For mitigating forgotten password
attacks, in the patent "Techniques for mitigating forgotten password
attacks", Gauvin [12] proposed to use the public information asso-
ciated with the user for verifying the identity of the user. Dunphy
et al. [7] used social media to study experience-centered insights
into security practices. They found that social media posts could
be used as a resource of naturally generated reflections on security
practices and workarounds. Using qualitative content analysis they
found that on social media people shared specific difficulties in
password creation or retrieval. Among other practices, people dis-
cussed password sharing and revoking scenarios. Franchi et al. [11]
reviewed social attacks that are conducted on social networks. They
suggest, that the user’s carefree attitude in sharing information,
sub-par security measures and high value of the published informa-
tion are the main influencing factors for such attacks. Queiroz et
al. [24] proposed a system for using social media for finding infor-
mation related to software vulnerabilities. Using the support vector
machine their system achieved 94% accuracy in classifying tweets
related to software vulnerabilities into relevant and non-relevant.
These examples indicate that social media can play multiple roles
in improving user security.

While tremendous progress has been made in using personal
information for cracking individual passwords, the role of personal
information in password meters remains largely unexplored. Per-
sonal information is frequently shared on social media, however, it
is not clear to what extend is the same information used in pass-
words. To fill this gap in the literature, we created a survey that
sheds light on the diversity of personal information available on
social media and its use in passwords.

3 ONLINE SURVEY

In the previous section, we described the extent of personal in-
formation in passwords. To further improve this knowledge, we
conducted an online survey to understand

(1) how likely it is today that personal information is used in
passwords,

(2) which types of personal information are used in passwords
and

(3) whether the information is available on social media.

The purpose of this survey was to inform the design and devel-

opment of our MoiPrivacy password meter by highlighting which
particular types of information should MoiPrivacy use for password
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feedback and strength estimations. In the later sections, we refer to
it as the InfOnPWD survey.

To protect the privacy of the participants, in this survey we
did not ask for their actual passwords. Instead, we asked them to
imagine that they were creating a password for their primary email
provider that they use for everyday and official communication.
After the participants had imagined the password, they rated the
likelihood of a certain type of personal information to be used
in that password on a five-point scale from "Not at all likely" to
"Extremely likely". In a multiple-choice grid, they were asked to rate
23 types of personal word categories ranging from the first name
to name of the favorite restaurant and 18 types of personal number
categories ranging from date of birth to number from an address
in the neighborhood. The rows of the grid were randomized. Next,
for each of 41 personal categories, we asked the participants if this
information was explicitly available, if it could be determined or if
it was not available on their social media profile. The 41 personal
word and number categories were based upon a review of personal
information reported to be in previous studies.

In the last part of the survey, we asked the participants if they
used personal information in their real passwords and to what
extend. And whether they would use a password meter that could
warn them about the use of personal information in their passwords.

3.1 Participants

We advertised the survey on our university’s mailing lists and
personal social media pages. The study ran for one week and 62
people (39 male, 18 female, 5 undisclosed) participated in the study.
The mean age of the participants was 27 years (std 7.7). 20% had a
high school diploma, 24.2% had a Bachelor’s degree, 33.9% had a
Master’s degree, 16% had a Doctorate, and the rest did not disclose
their highest level of educational qualification. Participants were
not compensated for participating in this survey.

3.2 Results

We found that the user’s date of birth, followed by the date of an
important life event and date of birth of the significant other was the
most likely to be used in a password. Numbers, containing personal
information, were generally more favored over words containing
personal information. While Brown et al. [2] had reported that
more than two-thirds of the passwords were based upon names,
in our survey Firstname and Lastname were less likely than many
other categories such as date of birth, name of an animal and term
from a hobby.

We constructed a score that indicates the likelihood of a certain
type of information in a password. For doing so, we weighed each
type of personal information by its likelihood, extremely likely
received the weight of 4 and not at all likely received the weight
of 0. Figure 1 shows the 20 types of personal information that
are most used in a password with their scores. The mean total
weighed personal information (TWPI) per participant was 22.0
with a standard deviation of 11. Min TWPI was 0 and max TWPI
was 50. We did not find a significant correlation of TWPI with age,
gender or education. Participants reported on average 4.8 items
(SD= 5) that they were at least somewhat likely to use in a password.
Majority of the participants reported that the information which
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1 | Date of birth 1.67
2 | Date of an important event in life 0.98
3 | Date of birth of the significant other 0.97
4 | Prominent number from a book, movie or series 0.97
5 | A name or term from your hobby 0.93
6 Narr'!e ofa character, creature or thing from a book, 0.90
movie or series
7 | Date of birth of a family member 0.85
8 | Name of an animal 0.82
9 | Name of a mythical creature 0.79
10| Your firstname 0.77
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11 The Name of a family member 0.77

12 Name of a character, creature or thing from an online | 0.77
game

13 Name of your significant other 0.70
14 A number from your address 0.70
15 Name of a pet 0.66
16 Your phone number 0.66
17 Your lastname 0.62
18 Your account name from any online service 0.62

19 Date or number related to a famous historical event 0.62
such as independence day

20 A name or term from a sports team 0.57

Table 1: Results from our InfOnPWD survey. The table shows 20 personal information types that are most likely to be used
in a password. We found that dates and number are more likely to be used than names and words, as indicated by the higher

mean likelihood score (min 0, max 4).

was likely to be used in a password was available on their social
media profile.

We had also asked the participants if their actual passwords con-
tained personal information. They could answer this question in
the following five categories; 0%, 1-25%, 26-50%, 51-75% or 75-100%.
Most of the participants reported that 25-50% of their passwords con-
tained personal information. The majority of participants strongly
agreed that a password meter which could warn them about the use
of personal information in passwords would be helpful. The results
of the InfOnPWD survey supported our theory that information
likely to be used in passwords is available on social media and that
social media can be used for personalization of the password meter.

4 MOIPRIVACY

MoiPrivacy, the personal password meter, is implemented as a
browser extension. It provides feedback on the strength of the
password and suggestions for improving the password with a tool-
tip, as shown in Figure 1. The extension can be personalized by
adding information from a Facebook profile. It is important to
note, that the personal information stays with the users and is not
uploaded to any external service. By doing so, the password meter
can also give feedback on various types of personal information in
passwords as derived in the InfOnPWD survey.

4.1 Implementation

We developed MoiPrivacy as a Firefox browser extension using the
WebExtensions API [22]. WebExtensions API is a cross-browser
system for developing extensions and therefore MoiPrivacy can
be easily extended to support Chrome and Opera. Similar to most
standard extensions, MoiPrivacy has two main parts; the content
scripts and the background scripts. The content scripts are used
to manipulate the view of the active browser web page and for

handling user interaction. The background scripts are used for com-
putationally intensive tasks, e.g. for calculating the strength of the
passwords, storing the user data and the state of the extension.
Besides these, the MoiPrivacy extension offers an options page that
gives general information about the extension and provides func-
tionality to control the behavior and to upload data to personalize
the extension.

4.2 Password strength estimation

We extend the work of Ur et al. [30] for estimating the strength
of passwords. Ur et al. used a recurrent neural network (RNN)
model in parallel with a heuristic-based method for estimating the
strength of the passwords. Since there are no established neural
network methods for personalized estimation of password strength,
we decided to use a non-personalized RNN model. We used the RNN
model trained and published by Melicher et al. [21] for predicting
the strength of a password under the 1class8 composition policy.
The 1class8 policy implies a minimum of eight characters. It is a
widely used but relatively lax password-composition policy. We
extended the heuristics used by Ur et al. to handle the cases when
the passwords contained personal information as described below.

We asked the users to personalize the MoiPrivacy extension
with information available on their Facebook profiles. Our deci-
sion to use Facebook profiles for personalization was based upon
the findings of the InfOnPWD survey that information which was
likely to be used in a password is available on social media pro-
files. Facebook allows its users to download all their data as a zip
file [9]. Users downloaded their Facebook data using this feature
and then upload it to the extension. It is important to note, that
the Facebook data is processed and stored locally in user’s browser.
Based on the feedback we received from our InfOnPWD survey,
we categorized the information into the primary and secondary.
Primary information was extracted from the user’s profile page
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cosscanses [ ] Password L ]

Your password is very easy to guess.

Your password must: Tip: Do not use your personal
information in the password. It
makes the password significantly

weaker!

* Not be based on information

publicly known about you
Tip: Do not use your personal
information in the password. It
makes the password significantly
weaker!

Personal feedback
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password [, ]

Your password could be better.

To improve your password:

Tip: Do not reuse a password from
another account!

« Don't use words used on
Wikipedia

« Consider inserting digits into the
middle

« Move symbols and digits
elsewhere in your password

Show password & detalied
feedback

General feedback

Figure 1: Study conditions: MoiPrivacy with personal information (P, left) and without personal information (GI, right).

(https://www.facebook.com/fbusername/about) and friend page
(https://www.facebook.com/fbusername/friends). The profile page
of a Facebook user can include meaningful information such as
family and relationships information, life events with dates, con-
tact and basic info, places including hometown and current city,
workplace and school. A profile page also contains interests cate-
gorized into sports, music, movies, books, events and check-in. The
friends page contains the name of all the user’s Facebook friends.
We extracted the information from these pages and removed all
non-alphanumeric characters. Furthermore, we extended this pri-
mary information set with their 4+ length sub-string, limited to
sub-strings starting at the beginning of the words. Secondary infor-
mation consisted of text extracted from all other Facebook pages
(still removing all non-alphanumeric characters). We performed
part-of-speech tagging on the secondary information with the posjs
JavaScript library [37] and we removed all other parts of speech
except for nouns and cardinal numbers.

For calculating the heuristic score we extended the 21 heuristics
used by Ur et al. [30] with two additional heuristics for primary
and secondary information. 21 heuristics of Ur et al. considered
length, number of character classes, presence of dictionary word
and presence of a blacklisted password string among others. To
determine the weight of each heuristic, Ur et al. used regression on
the score of heuristics and score from CMU’s Password Guessability
Service (PGS) [29]. If the password contained a blacklisted password
(e.g. “password” or “123456”) they calculated the heuristic score
after removing the blacklisted word from the user’s password. The
per-character maximum negative weight was assigned to length of
matched dictionary words (-0.55), followed by length of matched
common passwords excluding the blacklisted passwords (-0.39).
If the password contained primary information, our first novel
heuristic calculated its score after removing the primary word.
And if the password contained secondary information our second
heuristic gave it a score of -0.45 relative to the length of the matched
word. The score summed up for all the 23 heuristic gave us the
predicted strength on a scale of 0 to 100.

4.3 Visual Design

The design of MoiPrivacy was inspired by publicly available pass-
word managers such as 1Password (https://1password.com/) and

Psono (https://psono.com/). By default, the extension tooltip was
hidden and it would show up on the screen the first time the user
would click or focus on the password field. Users could also toggle
the visibility of the tooltip through a small icon in a password field.

The main screen displayed the strength of the password and pro-
vided detailed feedback to help the user in improving the password
(see Figure 1). If the password field was empty, the main screen
would display a general tip to the user (see the second and fourth
panel in Figure 1). Once the user would start typing a password,
the main screen would show the password strength and textual
feedback. We provided information about the strength of the pass-
word in three places. Firstly, the color of the MoiPrivacy extension
icon, appended to the password field, changed from red to yellow to
green depending upon the strength of the password. Changing icon
color was helpful to show password strength even when the main
screen was hidden. Secondly, we employed a colored bar [6, 8, 31]
that fills up and changes color from red to green to indicate the
strength of the password. Thirdly, we provided text feedback about
the strength of the password along with text feedback about which
specific aspects of the user’s password could be improved. The color
bar and text feedback were similar to the one used by Ur et al. [30]
with the exception that we also provided detailed feedback if the
user used personal information in the password. If the password
did not meet the composition requirement such as it was less than
eight characters or contained personal information or a blacklisted
password, then we would show the requirement that the password
must fulfill (see Figure 1 panel one). We showed feedback about
other specific problems once all the requirements were fulfilled, or
if more than two-thirds of the bar was full. At this stage, the user
could see the detailed feedback and the password by clicking on
the "Show password & detailed feedback" button.

In addition, the extension had an options page located in the
extension menu of the browser settings. Here we provided details
about the extension, option to upload the Facebook data as a zip
file to personalize the password meter and other settings. We also
displayed the number of words the extension had extracted from
the Facebook profile on this page. Figure 2 shows the Facebook
data upload option on the options page.
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Calculate the stregth of the passwords and provides feedback about them.

Details Preferences Permissions

MoiPrivacy calculates the strength of your password using your publicly available personal information,
state of the art neural networks and lessons learned from a database of millions of leaked passwords.
Our goal is to help you improve your online security. That is why this extension is designed with user
privacy and security in mind. All the computations for calculating the password strength happen in your
browser and all the information about you is stored locally on your computer. This extension does not
send or store any password or personal information outside your computer.

This extension performs immensely better when it has access to information about you. Please
download your data from facebook as a zip file and provide it to the extension. To download your
Facebook data, login to facebook.com, go to Settings -> Your Facebook Information -> Download Your
Information. Please select "Format:html" and click on "Create File". Facebook will notify you once your
information is available for download, which will take approximately 10 minutes. Once you have
download your fb information on your computer. Please visit this page again and upload your
fb_username.zip to the extension, the extension will then extract useful information from it and save it in

your browser.

Please select fb_username.zip file to initialize the extension. *

Browse... No file selected.

The extension has read information from your zipped Facebook profile.

Number of words collected from Facebook: 446

Settings

Allow this extension to read information from my social media while | browse the web.

Yes @ No

Allow this extension to calculate strength of my existing passwords.

Yes @ No

Figure 2: Facebook data upload options on the options page of the MoiPrivacy extension.

5 STUDY

We performed a between-subjects study with the MoiPrivacy ex-
tension to test the following hypothesis:

H1: Users who are given personalized password strength esti-
mation and feedback are less likely to use personal information in
their passwords.

We also investigated the effect of personalized feedback on pass-
word strength, password creation, and behavioral measures such
as modifications and time taken during creation. In this section, we
describe our methodology and present our results.

5.1 Conditions

We evaluated two conditions: First, the MoiPrivacy extension with
personal password strength estimation and feedback as described
earlier. We refer to this as the PI condition (personal information
feedback). Second, a baseline condition without personal feedback
and strength estimation termed as GI condition (general informa-
tion feedback). In GI condition we only provided general feedback
and password strength estimation (similar to the work of Ur et
al. [30]). We conducted a between-subjects online study and ran-
domly assigned participants to one of two conditions at the start of
the study.
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Recruting website Study website

Survey website Study website

Extension
personalization

Study information

Extension install

Brief information
about the study

Signup - personal
f’ feedback provided
Condition Pl
xtension feature: recall
Condition Gl )
Signup - general
feedback provided

Survey -

d and Login - password

Reward token and
thanks page

Figure 3: Setup of the user study for evaluating the MoiPrivacy password meter.

5.2 Task & Procedure

Figure 3 shows the study setup. On the introductory page, par-
ticipants were informed about the tasks and they were provided
information about the type of data that was collected. Upon their
consent and additional acknowledgment that they were at least 18
years of age, participants were forwarded to the extension install
page, where they could download the extension, and read text in-
structions or watch a video to install the extension. The extension
was signed by Mozilla Firefox for self-distribution. Upon installa-
tion, the extension would send a confirmation message to the study
website, and participants were only allowed to proceed after they
had installed the extension.

The participants were then asked to personalize the extension
with their Facebook data. We provided text and video instructions
on how to download the Facebook data zip and upload it to the
extension. The participants were once again informed that their
personal information will stay on their computers and not on an
online platform. Figure 2 shows the options page of the extension
where participants would upload their data (video instructions were
provided only on the study website). Upon successful personaliza-
tion, the extension would send a confirmation message to the study
website after which the participants were allowed to proceed to the
signup page. During the trial runs, we observed that on average the
personalization step took approximately 10 minutes. The majority
of this time was consumed by Facebook for preparing the data zip
file. We informed the study participants about it and they were
asked to return to the study website once they had downloaded the
data from Facebook. We required participants from both conditions
to personalize the extension to ensure that both conditions were
equivalent, and that there was no systematic variation due to the
extra time spend in personalization.

On the signup page, participants were asked to create a user-
name and password and re-enter the password. They were advised
to create a unique username and a strong password as they would
normally do for an important email provider. Participants were
also informed that they would need the username and password
again in the future. The installed extension provided feedback to
the participants while they created the password, but not when they
re-entered the same password. The participants who were assigned
the PI condition received personal, as well as general feedback,
while the participants who were assigned the GI condition only re-
ceived the general feedback (see Figure 1). The calculated password
strength also depended on the assigned condition. On this page, we

also recorded keystrokes and mouse clicks. Upon successful signup,
they were forwarded to the external survey website.

The survey was divided into two sections. The first section fo-
cused on the password creation process and the second section
focused on the usability of the MoiPrivacy extension. In the first
section, the participants were asked if they reused an existing pass-
word, modified an existing password, or created a fresh password.
We also asked if they stored or wrote down the created password
anywhere. Next, they were asked to describe their password in
plain text, e.g. name of my pet followed by the year of my birth.
In a separate binary question, they were asked if the password
contained personal information.

In the second section, we also asked their opinion on various fea-
tures of the password meter and the feedback. The shown features
depended upon the assigned condition. The participant would be
shown an image of the feature in question and asked if they noticed
the feature, if it was informative, if they modified their behavior
due to it and if it helped them to create a stronger password.

After that, the participants returned to our study website and
were required to login with the password that they had created
during signup. This was done in order to test the recall of the
password created earlier. The username on the login page was auto-
filled and if they forgot their password we allowed the participants
to proceed after five incorrect attempts. Upon login, participants
received their completion token.

5.3 Participants

We used two approaches to recruit participants for our study. Firstly,
we advertised the study on personal social media pages. Secondly,
we recruited participants on Amazon Mechanical Turk in order
too engage an overall diverse set of users. A precondition of the
study was that they should use Firefox and do not use a password
manager.

A total of 56 people participated in the study. We filtered out the
participants who used a password manager or stored the password
somewhere. Thus, we were left with 49 valid responses. The mean
age of the participants was 27 years (std 7.7). 57% did not have either
a job or degree in computer science or related field. The participants
recruited on Mturk received $2.50 for participating in the study.

6 RESULTS

Our findings are summarized in Figure 4. We used Pearson’s chi-
square test to determine the statistical significance in difference
between the frequency of personal information use under the two
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Response to the password creation process (Agreed or Strongly agreed)

Creating the password  Creating the password Creating the password = Creating the password

Creating the password

was fun was annoying was easy was difficult was informative
Personal Information (Pl)
(n=24 7 6 6 15
General Information (Gl)
(n=25) 12 6 15 9 10

Tip (Agreed or Strongly agreed) Suggestion (Agreed or Strongly agreed)
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Tip was informative strong password password because of informative create a strong password password because of
9P the tip 9 p: the suggestion
Personal Information (Pl)
(n=24) 19 16 13 9 14 10
General Information (Gl)
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Figure 4: Evaluation of the MoiPrivacy extension. The top table shows the impact of personal information and general informa-
tion on personal information in password guessability, creation time, modification during creation, length, and login attempts
in the recall task. The middle table shows the sentiment of user during password creation. The bottom table demonstrates the

usefulness of the personal and general tip and suggestion.

conditions. For all statistical methods, except where explicitly men-
tioned, we used the implementation available through Scipy python
library v1.2.1 [34]. We found, that participants with personal feed-
back, are less likely to use personal information in the password.
X?(1,N= 49)=7.05, p <.05. Out of the 49, 24 had received the PI con-
dition and 25 had received the GI condition. 36% of the participants
in the GI condition, while only 16.67% of the participants in the PI
condition used their personal information in the password.

To measure the strength of the participant’s password we used
the CMU’s PGS [29], which calculates minimum attempts needed to
guess the password over multiple guessing attacks. It is considered
a conservative estimate of an experienced attacker [32]. In both con-
ditions, users were able to create relatively secure passwords. For
comparing password guessability, we used the Cox Proportional-
Hazards Model, which was developed for survival analysis and
used in the past for comparing password guessability [20, 30]. We
used a right-censored model available through the lifelines python
library [5]. The passwords created under the PI condition were
found to be less strong than the passwords under the GI condition
(coef = 0.55, exp(coef) = 1.73, se(coef) = 0.46). However, the two con-
ditions did not differ significantly (p=0.23). Overall, in GI condition
32% and PI condition 50% of participant’s passwords were guessed
through PGS after 101 attempts.

Besides these two main metrices, we compared the length, cre-
ation time and modifications of participant’s password and the
login attempt count in the password recall step. To test the differ-
ences between the two conditions, we performed Welch two sample

t-tests. We did not find any significant difference in these measures.
Participants in PI (M = 72.30 sec, SD = 81.66) took slightly longer
than participants in GI condition (M = 64 sec, SD = 72.45). This also
could be the effect of participants modifying their passwords, while
creating them, reacting to the advice of the MoiPrivacy extensions.
The mean modification count was 3.87 (SD = 5.26) in PI and 3.24
(SD = 5.86) in GI. The number of deletions during the password
creation step was used to measure modification. Also there was
no significant effect on the length of the passwords, t(49) = 0.9,
despite participants in PI (M = 12.1, SD = 3.2) using slightly shorter
passwords than participants in GI condition (M = 12.9, SD = 2.87).
Participants in PI condition (M= 1.54, SD = 1.44) also took more
attempts to login into their accounts than in GI condition (M = 1.2,
SD = 0.7) but the difference was found to be non-significant.

Besides, these behavioral measures we collected several self-
reported measures and qualitative feedback. In general, more par-
ticipants reported that creating the password was more informative
with the PI, than the GI condition (Figure 4 middle row). But fewer
participants said that creating the password was fun and easy in
the PI condition compared to the GI, which could be the effect of
more frequent editing the password while creating it. Nevertheless,
as we expected, we did not find any significant differences between
both conditions on our qualitative scales.

We also evaluated the usefulness of personal tips and suggestions
and compared them to the general tips and suggestions (Figure 4
bottom row). In both conditions, participants reacted positively to
the Tip and the textual suggestion. 80% and 74% of the participants
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in the GI and PI condition respectively said that they noticed the tip.
Most people agreed or strongly agreed that the personal suggestion
helped them create a strong password and that they created a
different password due to the suggestion. Furthermore, we also
asked the participants if they learned something new from the
feedback. Participants in the GI condition learned tricks to create
strong passwords such as "to not use dictionary words" and "put the
symbol earlier in the sequence.” In the PI condition, the participants
learned the "importance of NOT using personal info in passwords"
and "not using personal info. longer password is better (though I
like my passwords short nonetheless)."

Overall we can conclude that the users of MoiPrivacy password
meter created secure passwords with significantly less personal
information as compared to the baseline condition. We could ob-
serve in the behavioral data, that the password creation process
was affected by the password meter, as users more often changed
their password in the creation phase.

7 DISCUSSION

A good password has two key characteristics, it is hard to guess and
easy to remember [2, 41]. Meaningful information, such as the name
of a loved one, is easier to remember [13] and probably, for this
reason, personal information is commonly used in the passwords.
While this problem has been highlighted various times in the past,
it remains a major challenge to online security (see Section 2).

The rise of the Internet and social media has made the personal
information of a large population publicly available. As Ronald
Rivest noted in 2001, the digital revolution reverses defaults; “What
was once hard to copy is now trivial to duplicate. What was once
forgotten is now stored forever. What was once private is now public.
What was once simple and secure is now complex and insecure” [25].

In the last years, password meters have improved significantly.
Recent password meters have also explored some ideas of limiting
personal information in the password. For example, zxcvbn [40]
considered it through the optional feature of adding user input and
Ur et al. [30] through the use of common names and dictionary
words in strength estimations. However, none of them directly
tackle the issue of widespread use of personal information in the
passwords.

In this paper, we present the design and evaluation of MoiPri-
vacy personal password meter that limits users from using personal
information in the passwords. MoiPrivacy is personalized with the
user’s information from their social media profile. This information
is then used to better assess the strength of the user’s passwords.
Traditionally password meters are integrated at the password cre-
ation step of online platforms. However, this approach limits the
possibility of providing personal feedback. To overcome this prob-
lem, we developed MoiPrivacy as a browser extension, which in-
tegrates it with the browser rather than a specific online platform.
MoiPrivacy runs independently in the user’s browser, therefore
keeping sensitive personal information on their machines rather
than an online platform and in this way, it provides standardized
strength calculations and suggestions for all online platforms. It is
an important feature since online password meters are notorious
for their varied password strength feedback [40].
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We considered various options to personalize the MoiPrivacy
extension. These options included a questionnaire about the user’s
personal information, collecting information through social media
APIs, information scraping during web browsing, and requesting
the user to upload a complete profile. We decided to present accurate
and complete personal feedback based on most of the publicly
available personal information about the user. In our case, the
completeness of information outweighed the ease of collection.
Thus, we decided to ask the user to upload their social media profiles,
even though it was not the most convenient option. The decision
of using social media for personalization was motivated by our
InfOnPWD survey, where we studied the likelihood of various
types of personal information in the password and found that,
for the majority of the users, information likely to be used in the
passwords is available on social media. While personalization was
necessary for the user study, MoiPrivacy can be deployed without
it and allowed to collect useful information over time.

We evaluated the MoiPrivacy extension through a user study
(n=49). We found that users receiving personalized feedback are less
likely to use personal information in the password, thus conforming
to our initial hypothesis. People, who received personal feedback,
more frequently modified their password. Since people commonly
use personal information in their password, it could be that personal
feedback nudged them away from this behavior thus leading to
more frequent modifications. It could also explain why participants
considered the condition with personal feedback to be slightly less
fun than the baseline.

While MoiPrivacy lead to significantly less percentage of per-
sonal information in the password, its impact the password’s length,
strength, or short term recall was minimal. In a non-targeted attack
simulated through the CMU’s PGS service, the password in the PI
condition were found to be less strong then the passwords in the
GI condition, however, the difference was not significant. We think
that in PI condition, due to feedback about the personal information,
more people used dictionary words and other common patterns,
which might make them slightly more exposed in a non-targeted
attack (i.e. when personal information of the user is not used in the
guessing attack). Thus, removing personal information should not
be seen as a generic way to improve security. Instead, it could be
seen as a way of limiting the impact of targeted password guessing
attacks.

Figure 5 shows the personal information in passwords over the
years. The percentage of personal information has decreased over
the years due to increasing awareness about online security. We
found out that with the help of a personal password meter we can
limit it further.

Lately, there has been growing awareness about the need for
strong and unique passwords. While more and more people are
nowadays using password managers, there is still a need to cre-
ate passwords outside a password manager. Even when using a
password manager, it is desirable to retain full control of impor-
tant accounts, such as identity and financial accounts. In addition,
password managers are a single point of failure, so if the master
password of a password manager is compromised, it would also
compromise all of a user’s online credentials. We argue that pass-
word meters are still relevant in age of password managers. The
participants of our study reported on meaningful lessons that they
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Figure 5: Personal information in passwords over the years. The percentage of personal information has decreased over the
years and with the help of a personal password meter, we can limit it significantly. Note that Castelluccia et al. used a stricter

matching metrics than the others.

learned through use of MoiPrivacy password meter, so it is con-
ceivable that a good password meter can help change the long
term behavior of a user. The lessons learned from the feedback of
a password meter can be applied while creating a password for
offline accounts such as for a personal computer or a desktop-based
application.

In the future, we envision the MoiPrivacy password meter would
be more playful to the users, e.g. making puns on what one had
posted on Facebook "last summer".

7.1 Ethical Principles

We took multiple steps to minimize the impact of our personalized
password meter and study on the privacy of the users. Firstly, we
implemented our password meter as a browser extension, so that
the sensitive personal information of the users stayed with the users
instead of an external service. This increased the deployment efforts,
but we considered it necessary for preserving the user’s privacy.
Secondly, we advised our participants in the introduction as well
as signup step to create unique usernames and passwords, so that
their information could not be misused. Besides the username and
password of the users, we did not collect any personal information
from the users. Lastly, we informed the participants and asked for
their consent that their passwords would be stored in plain text. We
needed the passwords in plain text for determining their strength
using the CMU’s PGS service [29].

7.2 Limitations

Our study design was based upon previous research on the evalua-
tion of password meters [16, 18, 30, 40]. Similar to other studies, we

asked the participants to create a strong password as they would
normally do for a primary email account. However, as noted by
Egelman et al. [8], it heavily depends on the use case whether a
strength meter has any measurable effect. Thus, while this method
of password meter evaluation is considered reasonable [10], the
ecological validity of our study is limited. Additionally, we only
tested the short term recall of the password, and our password
meter’s impact on long term memorability is unknown.

8 CONCLUSION

In this paper, we describe the design and evaluation of the MoiPri-
vacy password meter. MoiPrivacy extends a state of the art neural
network - and heuristic-based password meter. It works as a browser
extension and it can be personalized with information available on
social media for personal feedback and strength estimations. In a
user study (n = 49), we evaluated MoiPrivacy and found that with
it users created secure passwords with significantly less personal
information.
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